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This session is a blend of a Learn My Way course and offline practise activities, with 
an online extension activity. 

Resources:
• Devices with internet access
• Learn My Way Course: Being safe online - 
https://www.learnmyway.com/courses/being-safe-online/
• Secure or not secure handout
• 5 top tips for avoiding scams handout
• Identifying scams
• BBC CBBC: 8 top tips for staying safe online - 
https://www.bbc.co.uk/cbbc/findoutmore/help-me-out-staying-safe-online

LEARN
• How to increase confidence when staying safe online for both computers and 

devices.
• What the risks and threats are when carrying out activities online and the 

importance of being secure.
• How to identify secure websites by looking for the padlock and https in the 

address bar.
• How to recognise suspicious links and understand that clicking on these links or 

downloading unfamiliar attachments could put the learner and their computer 
at risk.

DO
• Complete Secure or not secure handout. Discuss the results with your centre 

manager or someone else if you have that option. 
• Navigate to the Learn My Way course Being safe online. 
• Complete the course.
• After completing the course, complete the Identifying scams handout. Discuss 

the results.
• Optional: Read through the BBC CBBC: 8 top tips for staying safe online.

REFLECT
How did you find the session? Can you remember key information? e.g. how to 
check if a website is safe, or how to stay safe when meeting people online? Would 
you be able to tell someone else about it?

NEXT STEPS
You can use the course resources if you want any further help.

Tip: Sometimes people might say things online that you agree with. Rather than 
arguing, the best thing to do is ignore them or block them. 

https://www.learnmyway.com/courses/being-safe-online/
https://www.bbc.co.uk/cbbc/findoutmore/help-me-out-staying-safe-online
https://www.bbc.co.uk/cbbc/findoutmore/help-me-out-staying-safe-online
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Secure or not secure 
 

Which of the following websites do you think are secure?

Tick the ‘secure’ or ‘not secure’ box for each website.

When you’ve finished, visit each website and check your answers.

Website Description Secure Not secure

amazon.co.uk Online shopping

bbc.co.uk News and entertainment

open.ac.uk Education

nationalrail.co.uk Rail travel

walesonline.co.uk Local news and entertainment

nationalarchives.gov.uk Information archive

espn.co.uk Sports news and entertainment

time.com News magazine

gov.uk Goverment srvices and 
information
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Five tips for avoiding email scams 
 

Before responding or clicking on a link or attachment in an email, ask yourself the 
following questions.

1. Does is make you panic?

A common tactic is to panic the recipient causing them to respond so quickly that 
they haven’t had time to think about what they are doing.

2. What email address has the email been sent from?

When emails claim to be from banks, online stores or other trusted organisations, 
check to see what the email address looks like. What’s hidden underneath the 
sender name might be quite different from the name that you can see.

3. Who is the message addressed to?

If the email doesn’t address you personally, but says something like ‘Dear 
Customer’ or ‘Dear Friend’, the message could well be part of a mass mail-out by 
scammers.

4. Are there links in the email?

If there are links in the email don’t click on them even if they look genuine. Like the 
sender details, they can appear to be harmless but the underlying web address can 
take you to the scammers website.

5. Is the message written in good English?

There are many small clues that can hint that an email is not trustworthy. For 
example, a small difference in the company logo or the layout of the message 
looking sloppy and unprofessional. Check the spelling and grammar and be wary if 
there is an unusual use of capital letters in a sentence.
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Identifying scams 
 

1. Do you think this email is real or a scam?

From: H&M Rev Cust Tax 2016 <review.tx.ref.ids081823r@shaw.ca>
Sent: 30 January 2019 15:02
To: salma.s141@yahoo.com
Subject: HM Revenue Customs : tax back
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Identifying scams 
 

2. Do you think this email is real or a scam?

From: PayPal <service@opus53.register.it>
Sent: 27 January 2019 23:48
To: salma.s141@yahoo.com
Subject: service@intl.paypal.com 28/01/2019
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Identifying scams 
 

3. Do you think this email is real or a scam?

From: service@paypal.co.uk <service.paypal.uk@mail.tesco.co.uk>
Sent: 01 February 2019 03:42
To: salma.s141@yahoo.com
Subject: You submitted an order to Tesco Store
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Identifying scams 
 

4. Do you think this email is real or a scam?

From: Amazon <ID765R@1.iu.edu>
Sent: 20 January 2019 20:15
To: salma.s141@yahoo.com
Subject: Your Amazon.co.uk order of “Sony CMT SBT 100B Micro...”
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Identifying scams 
 

5. Do you think this email is real or a scam?

From: University of Illinois at Urbana-Champaign <no-reply@t.mail.coursera.org>
Date: 9 March 2019 at 23:02
Subject: Ready to Explore Online College Credit Programs?
To: Salma Singh salma.s141@yahoo.com
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Identifying scams: Answer sheet
 

This page lists some pointers on each email that you can discuss with your group. 
Your learners may be able to spot some or all of these.

1. HM Revenue Customs : tax back (Scam)
• Not sent from an official HMRC looking email address.
• No greeting - not addressed to the recipient.
• Links in the email
• Not written in good English. E.g. “It have been decided…”

2. service@intl.paypal.com (Scam)
• Panic recipient, “You cannot send or receive payments from your account 

until you submit this information.”
• Not sent from an official PayPal looking email address.
• Links in the email 

3. You submitted an order to Tesco Store (Real)
• Addressed to recipient’s email address (maybe their username)
• Includes a delivery address (can be checked by the recipient)
• Does not prompt recipient to click a link 
• Written in good English

4. Your Amazon.co.uk order… (Scam)
• Not sent from an official Amazon looking email address.
• Not addressed to the recipient.
• Links in the email (prompts recipient to click to get a full refund)

5. Ready to Explore Online College Credit Programs? (Real)
• Addressed to recipient
• Links in the email but doesn’t mention money or account details


